
	 YOU	determine	who	can	read	or	copy	the	files.

	 YOU	can	control	who	copied	which	file	on	which	medium	at	which	time.

 YOU determine who is allowed to use which drives at which time.

	 YOU	determine	who	is	allowed	to	copy	which	files	to	which	place	(e.g.	no	EXE	files	on	shares).

Flexible, but easy and efficient.
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Flexible, but easy and efficient.
Not only at trade fairs and events, USB-sticks still represent a popular 

medium for exchanging data. Despite various cloud-share services 

like Dropbox and similar, employees use the USB sticks to disclose 

information to partners or customers.

According to various studies, 80% of the workers have already copied 

company data on private Flash drives. Once the company data was 

copied onto a removable disk, the risk of loss is very high. In most 

cases the data is unprotected, and thus freely accessible for the finder 

(unless the data is encrypted).

But how can a company monitor these  
operations, or even stop them?
How can a company force that, for example, connected USB sticks are 

automatically encrypted? The answer is quite simple.

DriveLock controls all removable media and devices – from monitoring 

an operating agreement through to enforce stricter guidelines are all 

variants of a company policy imaginable and adjustable. The rapid 

distribution of all settings via Windows Group Policy or configuration 

files makes the implementation of DriveLock very easy.

Control of external drives
 Flexible control of all externally connected media: 

 YOU determine who is allowed to use the drives at which time. 

 Integrated data flow control by checking data type:

 YOU determine who can read or copy the files.

 Comprehensive audit of file operations, including shadow copies:

 YOU can control who copied which file on which medium  

at which time.

Control of network drives 
 Additional security with network shares or WebDAV-based drives:

 YOU determine who is allowed to use which drives at which time.

 Integrated data flow control by checking data type:

 YOU determine who is allowed to copy which files to which 

place (e.g. no EXE files on shares).

Exceptions multidimensional
In addition to basic guidelines for all types of devices you can 

create exception rules (whitelists) with settings according dif-

ferent criteria. A total of 17 dimensions is available here – from 

users and groups across daytimes up to the network location  

– flexibility has no limits here.  

More features
 Maximum flexibility with additional functions

 Predefined file filter groups of common file types

 Offline share via unlock codes

 Remote access to agents and display of the current settings

 Pro-active prevention of the use of CD / DVD burners

 Multilingual, self-configurable user messages

Our guarantee: There is no rule and no company policy on devices or removable media 
which you can not reproduce with DriveLock.
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