
 Monitor the use of removable disks or  

external devices.

 Minimize the documentation effort for  

internal and external communications.

	 Create	(customizable)	reports	and	distribute	

them by e-mail.

 The analysis can be launched from  

different starting points.

 Who has copied data from which memory 

on what kind of computer.

 Identify relationships between security  

incidents.
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Know	what	is	(and	has	been)	happening:  

Reporting & Forensics
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Reporting
These days companies must take into account the data protection laws 

and rules to prevent punitive damages to employees and customers. 

It is a company‘s responsibility to protect personal data in accordance 

with BSI IT-basic protection, ISO 27001, PCI DSS, ITIL, CobiT and many 

more. 

The laws  provide very precise rules on how private data such as cus-

tomer information, patient information and developmental information 

should be securely stored. 

By using DriveLock it is possible to minimize the documentation 

required for internal and external controls.

 

DriveLock Control Center
The success of a really intelligent software solution depends on its 

usability. The day to day working with the sofware should be intuitive 

and easy to use and the users should be able to get the results and 

date they want. DriveLock Control Center (DCC) allows users to do just 

that, the central control center saves all data into a central database. 

This saved data can then be analyzed and configured into reports 

which show the usage of removable devices and data transfers to these 

devices as well as other data tansfers to other devices.

It is possible in accordance with the data protection laws to anonymize 

personal data. In addition the DCC offers a quick overview of all 

DriveLock agents and their environments and delivers up-to-date 

status and licensing.

Further Features
 Easy and flexible data configuration and filtering

 Possibility to export and print files (Excel, PDF, HTML, etc.)

 Scheduled reports and e-mail distribution

 Secure access control for integrated and customer specified 

reports

 In accordance with the German data protection laws, person-

al data can be stored anonymized. Only after one or more 

authorized persons (separation of duties) have logged on, this 

data will be shown personalized again.

Forensics – track down the perpetrator 
with DriveLock.
In critical security incidents it is possible to use the advanced features 

of DriveLock: Forensics. It is possible to analyze and reconstruct the 

security incident from all different angles and identify the possible 

security leakage within your organization.

After a few clicks it is possible to find out from which computer files 

were copied onto an USB stick or if the files were renamed and which 

other files were copied at that exact time. DriveLock Control Center 

shows you all the computers where an USB stick was attached and 

used, too. This can be done with a few easy steps and more secure 

than ever before.

Further Features
 The analysis can be defined from many different starting points

 Malware: Who copied data from a computer?

 Data: Possibility to find the path of the file

 USB: Which other possible files were saved?

 Computer: Which other external devices were attached to  

the machine

 Comprehensive functionality to reproduce security incidents

 Recognizing the connection between different 

 security incidents
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